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Address Resolution Protocol (ARP)
ARP(IP_Address) — Physical_Address
RARP(Physical_Address) — IP_Address

Internet Control Message Protocol (ICMP)
s 5,158

Internet Group Message Protocol (IGMP)



ICMP Message Type
0: Echo Reply

3: Destination Unreachable

4: Source Quench
5: Redirect

8: Echo Request

11: Time Exceeded

Description and Important Codes
Answer to a Type 8 Echo Request

Error message indicating the host or network cannot be
reached. The codes follow:

0—Destination network unreachable

1—~Destination host unreachable

6—Network unknown

7—Host unknown

9—Network administratively prohibited

10—Host administratively prohibited
13—Communication administratively prohibited

A congestion control message

Sent when there are two or more gateways available for the
sender to use and the best route available to the destination is
not the configured default gateway. The codes follow:
0—Redirect datagram for the network

1—Redirect datagram for the host

A ping message, requesting an Echo Reply

The packet took too long to be routed to the destination (code
0isTTL expired)

Table 3-2 Relevant ICMP Message Types
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P _ Identifier Flags [ Fragment Offset
Header | Time to Live | Protocol Header Checksum
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Header |
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Packet
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Packet Content

(The content varies depending on the Type and Code)
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program V
1234567,
procedure attach-to-program,;
begin
repeat
file := get-random-program;
until first-program-line # 1234567
prepend V to file;
end;
procedure execute-payload,;
begin
(* perform payload actions *)
end;
procedure trigger-condition;
begin
(* return true if trigger condition is true *)
end;
begin (* main action block *)
attach-to-program;
If trigger-condition then execute-payload;
goto main;
end;
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program V
1234567,
procedure attach-to-program,;
begin
repeat
file := get-random-program;
until first-program-line # 1234567
prepend V to file;
end;
procedure execute-payload,;
begin
(* perform payload actions *)
end;
procedure trigger-condition;
begin
(* return true if trigger condition is true *)
end;
begin (* main action block *)
attach-to-program;
If trigger-condition then execute-payload;
goto main;
end;
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program V
1234567,
procedure attach-to-program,;
begin
repeat

file := get-random-program;
until first-program-line # 1234567
prepend V to file;
end;
procedure execute-payload,;
begin

(* perform payload actions *)
end;
procedure trigger-condition;
begin

(* return true if trigger condition is true *)

end;
begin (* main action block *)
attach-to-program;

I trigger-condition then execute-payload;

goto main;
end;
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program CV
1234567;
procedure attach-to-program;
begin
repeat
file := get-random-program; U“"9)‘3~5
until first-program-line # 1234567,

compress file; (* t1 )

prepend CV to file; (* t2 *)
end;
procedure (* main action block *)

If ask-permission then attach-to-program;

uncompress rest of this file into tempfile; (* t3 *)

execute tempfile; (* t4 *)

end,
2 o
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Trojan Name
Emotet

Dark FTP
EliteWrap
Mspy

Ismdoor, Poison lvy,
powerstats

WannaCry, Petya

njRAT

DarkComet, Pandora RAT
SpySender

Xtreme

Deep Throat
Spygate/Punisher RAT

Blade Runner

Killer, Houdini

Port
20/22/80/443
21

23

68

80

445

1177

1604

1807

1863
2140/3150/6670/6671
5000

5400-02

6666

Trojan Name
Bionet, MagicHound
GateCrasher
Remote Grab
ICKiller

Zeus, Shamoon

BackOrifice 2000
Delf

Gift

Senna Spy
Progenic Trojan
Hack 99 Keylogger
Evil FTP

Back Orifice 1.20/
Deep BO

Devil

Port

6667/12349

6969 Ladals
7000

7789

8080

8787/54321
10048

10100
11000

11223

12223
23456
31337,31338

65000
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proxy server Trojan
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TABLE 5.4 NOTABLE EXAMPLES OF MALICIOUS CODE

NAME TYPE DESCRIPTION

Emotet Botnet/ Large botnet that delivers various malicious payloads, including ransomware. First appeared in
Ransomware 2017, became the most prevalent malware in 2018, and continued to have an impact in 2019.

WannaCry Ransomware/ First appeared in 2017. Exploits vulnerabilities in older versions of Windows operating
worm systems, encrypts data, and demands a ransom payment to decrypt them.

Cryptolocker Ransomware/ Hijacks users' photos, videos, and text documents, encrypts them with virtually unbreakable
Trojan asymmetric encryption, and demands ransom payment for them.

Citadel Trojan/botnet Variant of Zeus Trojan, focuses on the theft of authentication credentials and financial fraud.
Botnets spreading Citadel were targets of Microsoft/FBI action in 2012.

leus Trojan/botnet Sometimes referred to as king of financial malware. May install via drive-by download and evades
detection by taking control of web browser and stealing data that is exchanged with bank servers.

Ramnit Trojan/botnet One of the most prevalent malicious code families still active. In operation since 2010, but
largely disappeared in 2015 after the botnet that spread it was taken down. Reemerged in
2016 to become one of the most common financial trojans.

Conficker Worm First appeared in 2008. Targets Microsoft operating systems. Uses advanced malware
techniques. Largest worm infection since Slammer in 2003. Used in 2017 in conjunction with
various ransomware attacks.

Netsky.P Worm/Trojan First appeared in early 2003. It spread by gathering target e-mail addresses from the
computers, then infected and sent e-mail to all recipients from the infected computer. It was
commonly used by bot networks to launch spam and Do$S attacks.

Storm Worm/Trojan First appeared in 2007. It spread in a manner similar to the Netsky.P worm. Could also

(Peacomm, download and run other Trojan programs and worms.

NuWar)

Nymex Worm First discovered in 2006. Spread by mass mailing; activated on the 3rd of every month, and
attempted to destroy files of certain types.

Zotob Worm First appeared in 2005. Well-known worm that infected a number of U.5. media companies.

Mydoom Worm First appeared in 2004. One of the fastest spreading mass-mailer worms.

Slammer Worm Launched in 2003. Caused widespread problems.

Melissa Macro virus/ First spotted in 1999. At the time, the fastest spreading infectious program ever discovered.

worm It attacked Microsoft Word's Normal.dot global template, ensuring infection of all newly
created documents. It also mailed an infected Word file to the first 50 entries in each user's
Microsoft Outlook Address Book.

sl

*

S gy ©
iy 585 S 25 b il e 25553
Sy Sloas Joo 2l )0 @8ly sl yg o S8
\ray -
Sl IS ) oo @ Jlad ey 5 by Sole ©
sekee B+ Suop i ool o5 Js -



e &S

b9 9 8 slp gueays
sy glaw jo "

99 Sl Yaono b )g Lol -
alo,b cpzlul I8 51 1Sl
)ol.z -

Fels
%20 4, laygalio 4 Lasl oSl *



POTENTIALLY UNWANTED PROGRAMS (PUPS) -

potentially unwanted applications (PUAs) L -

P s S

2 S a0 s g oyllas
SRlST

b el Slls sleslaul -
SRl gl

el i o] 15 (52555 650,

d‘ﬁ)lf Lga,.lg., 6‘9:"“ 6L®¢UL¢ 9 GcLo.o\ Lchde.:.& 5o Yg.o.u

PCProtect -
53 055 a5 > 45 sl I58lans sz osle



2o 955 Sazims gloaals

8l
ale w3l e (ol yalb cbls Jle cga eolatul
Gl loyme Bolauls a0 (5 )5l
e 55
oyt 31538008 4 0oglT YN8 Jlo 50 oad gz slagylojles oy YO
Sobpglle 5T 2058
YWWAA o BausBrae gl G aays
S s sl
S s helas Bl b
593 &bl & baaile 0333k 5 aszl e @Dl JLojl b )5 55950 ois 5 o)l
SR 5T 5l 957 Ysars
Yt
Gied pygm BdBnad 33l 5T L 559005 slaclid Lol 99

S5 ge i 3550 )0 45 S5z 0 x5l § preist e 4 b Jog plEin (il Sl e
ol Sole s 5 58 5T 8 oVl gl
Cryptojacking
ey Do Sz bl Gailoy ©ya8 2SI (655 590 S s
Srgin S SosSl Ol (SLE Gseie A
P ogele
beky dobeoal )5 2055 6 258,



SIS 5 ol G5 (0,5 Sa

Qo)f&.a:
S S -
agl)@}@)ﬂ.éw);wo@@LdeWQLgo)é -
o ac S Sa = S5 Llaa s *
S P g H9o sladile )l 4 09,9 (il Ghle raasie DS
JLis 4y 0395l

Srbe s>
Cﬁbygw)éﬁ‘oxujwi‘oo}@ﬁ .
ools adi *
Jlo Blio Sz (pasid 5 (550 Sledlbl 2w
€pgj ol



S SSe g mle S (o S S

SSSe -
b ol "
b Blaal cgz ol 3l s g laglejle 5 leedgs 4 alos Yeoss
Anonymous 4 LilzSec 5 (.S S
Shadow broker =

ke el T 51 (sl 3l Pkl st
1S Uy Jl3lel dlos s oolaul 590 sk JUsI Slpl
& ooy S
Satel Cundy (5 ol cr 8 b il lojle plascul cos
(e gllae (3L
oiaodlS
el COMSSN 28, 5 28L § lojle Cwens o
olsl,3 slasil b Ll sl
8Ly Sobe 9 o
Wobeos oIS
0% yye San b g by (e Jy basaw wiiles
odelaway wledlbl gLasl
alo e Sledbl gliadl g DleMbl yog Ql}] & olizel *
chLg).';..Sb‘- NS —ailo o "
sl SV 0,8 IS8T 5 (13L b 5 55 3 s &
Slopsre b o0 pop pen YAl Ll
S g b

s



oola ey

data breach sols ai -
Tls> @ plasledbl p lalosl S ols caws 5l sl =
Syp a0 50 a5 0,Ldee V,) sga> Sledbl e g 0ols (aai Y0 -
VY0 Jlo jo ool jaai V-AY =

20,0 YO Caodls idu (o oy FO (6,908 idu o sl o i
bl Jolge

Qo0 B0 (o TS -

o, il Bolas Jaes!l *

ao )3 ALY jead [ Glusl glas *

Sl gy
ozl ol o )las ooy LAk (p yiion Sl 4o

Lapbos 510,90 99 (& Gaadee VIT) SsST 5 (5 0 Lbkee 4) 5ol



525515 )54

iy 5S]

Skl g bl (o)55 50 e &S 0 "

WAS Ll 3l o edlel

ases Sledlb! foll

1555 ey B 535 Jy Jlag Lol o g3
ol Gas 5l L aols ploxil ®

alox 8950 5| oMbl JLiill pae ¢ 09 adrinls

Apache Struts ol ul b1 s olpl 5l o sguw
lailo,l jo Jolad ol Cgz sboyie l38le 5
5953 35l 8,L50 ools Ak ploxil 5l (L3 59, 99 (S 58T iy gSes Coel i3y (pals Ml
JBL ilwosly » (oo BT (Jg ol p leol



525515 )54

Sel

oSSl 5l 285

3,k a5l

Ogedo VYO o6l ™
8w Sl £g5 Jdo a4 (s oazen Ll -
el gl olal alos auo )3 AY -

Sl 4y Sl (ilo S 5 g (e 5B Linial 51 (L5
laasl oalss o slao Lol (a9 a5 oz jeoe 4 5L bl
B g b (@8l 10 S5 o0 i Sosal



So2ole 9,94

e 5 Jin 2555 0555
ol,8l Sy 3920 5l Dlo j> slls 9 S5 00

S ygade Foo sl oold



S 6,le ST g0 50

So il 59 090 (n FeaiS (1,0 )5 g038 g8y
Sl b P pas crge
Lo o Joe o Ll
29 oy T
blge 2S15 oo ys A -
5953w oduy b ylHsk8 35 ,Lw p orw ™
Gl NS adeid [Sogs g, "
ol Lo Lol dalllae =
Osbae slaceulys o (09,5 s,
wlie o)lse 5 Jool (Glis wuile cosal ity zslaw 4 55



L5 610 ST 5050

$339 raie s Cyas il cogal ©
oAl 995 Jgtus (g )lade 5l yieS
Solel sl Jgts piin (5 5lde 5l 7
S B,lse (58,5 LSS (ge o
Nyarma 3 S s -

oold LAl Al U Se Cuz (55 9elS Gz 4 sunbline 5l (655)eST s



L5 610 ST 5050

S oy 2l g oSS (Lol Lo
O oy gudae 00l 0 S SleMb| s "
\YAQ ).H).’; C;).:.H -
Gl )0 s bl &5 slaad (6858 (035 )5 2oLl
w9 )lio.@ A.o.‘> o‘).o.m =
RO ES b w9 (2 e lg 9 5ok 635 pe wbl) pacw 409,
Sylel Oy gl P a0
oY guko Voo 0 Cxge

o5 Jlo Yo 4y psSms



3L, (6,10 ST 5050

G5y YL s ol ls ol L L

Coinl Lol JSCie
2 s et (S
ATl Cugd (mend S Bhhae A2 50 b (g5l d92g pue
(s 98 51 )y (5 sl B8 (559l iz L G
29,55 slaal
hele 2z o5l

WA I Do il S Sl -



Cog® (60 M/ pus

|dentity Fraud coge &8,

3Byt (o dgu gz ok ot el 4 jloma i oolil 5 gustans
Ciol 0,lels
doliales =
O, o lels
031935 9 )5

S Sleas cdly o wy > laly *

ools adi dols oull o,Lil slo by, oled *

Sy S8y &yya 2l el Gaaee 005k g0 Vo7 Lo o
Yoo ldeo VP 0g0> 0L 0 "



] cdodus ¢ Jrz glaails U

Spoofing J=> "

500 26l Gl b e sl sloslatul b 2ly g (g5le e gl D5
Sl Sbding s
3,30 4355 (nl sl (Hlge 4 e O o
pharming aso b b, *

oaS S (3lde 4y S0 LS A (g Ngm )9S ey
ale S LSS Gl g Jo 0)la g s Lodins -
9kt 6950 9 oMbl (5 jglanx 4 oxie (Jax ol 4 Bl ol -
3l ds (53500 dad Sjs0 0 by

Sogz e pae b (i Zuld, pue
Slael ssags

€950 47 g Sl Sy (2



] cdodus ¢ Jrz glaails U

spam(junk) websites Jluil 3 &1 g (5,0) puwl slaails, G =
baile ;550 gl Glads 5l slacgomme olpiin *
o yPe 05 il Jleas! -
ls2 o ol 150l
Saal oyl -

lasl;,» =
CSlop) panie -
Ol P Glapiuw g b b Jusal jg,m 51 Jlo )l Sl
Slads Yaoro *
e slaaile 4 Colan *



(S 3iag) 0l g o yo il sbalos

sniffing (oo g)oels
ROV JCON P WHNE
A A 8L el
lolS'slS aseid go (S95l8 oolaiul -
Seles Dledlbol 5 o3l Cge oolawl ISl "
ARG g S 9 (Bl 0 e
Sl 3 SIS 1 5 0334V (g B0 5 (glo s csloelSiig b BleM] B s oy 53 5 Se gy CapogSma AVAY



dgiis g Hleo yo aluis slaados

email wiretap Je!! o5 B
Sy sl 5l 295 *
soosl H9 0 aw j0 b el Oledbl oo g (5,10 -
29 9 Pl (g, wead (1S
9o oo | ylass,ls -
o ol g5l g6 -
Jad ey 4 o5l
man-in-the-middle (MitM) attack :Le ;o arwis des> *

| Ll s 2l o5

Jd 4 Jbsl 51 bas -

Q3 g0 st |y 5w 99 G Sl g el ol ls 5o p2lee
Wbl 0w b pediie w8 (o0 JLS i3u 90 oS J> o
lgioe ot (Sl -
Ettercap -



)5 900 wiile o) slal38le 5 jo (a5 5 Jole pites ;0 ans (215

s pdycaw! 5 5 580 5 SladlSs Jalge
RS SHEVER SR PR Ve STt At
ik & noley hsd laceulss o ©

g5 B0y So>

o o5 (b b 29 las )5 5l (A6 lags pdycasl ST e 0
Ao ()0 )5 (639,9 slrosls Sl b cuwyo jlaelaldl o s *
CS b AUl § i 0 50 Aol O 0959 o ge
00 A JouSw Jiwp Jlo)l oz bbcars ol oS alas bolatul -
A 50 500 sl pians 4w yiwd b o yBie o LBlAS S T a4 olows cg
75 0ols (63g,9 Jowe oo slilo I3 o9 oo )5 "
JseSn 2,58 Ao s sl ol pla 5o
s pdicam! g9 ol lp (29 2 ()2 syl 529



ol yorr Jolepinens g o 1 )ISc S gid 138l 5 daasll o 5 ol 6o )8 jg 00 jo pdscowl L& ol e 28l
AR YAR
Ryl abai (5155 jfimes
&9 Syl 2o, Ve gl he
S Sl 3 e gt it 5
Aom39y S pdyee!
alog 350 Mad g oauid o135 M8 -
55 Jlo 58 G pdgal Fooe (315
T b oo i (g 25 Sl -
;590 slaailly b cdl o 9 Jlo,l caz 5L slools o L asll, L5_>~‘).L; -
Y A “5)‘5».4‘5’ ffo 6L®ol§)$ Yw -
9P Sy
C8lg Sile udl 55y 59, Syl 28l (3155
by, Sl sbigs sals Jols JSGgp *
3 1,5 s 00l STl gl oolazl =

)99 o‘) )‘ st).a.wd Lng‘s)) JJ9.7U 6‘).’ ool ulS.A‘ "



Jislimlinl (6,38 50, atmmas 5 3l 1YY -
o5 Ly geles Boliials g
B spgx SL
5500 SleMbl ooy )5 pb 23L 5 Il ol il SliS 50, 45 o5l
S99 4 JLasl 5l w590 )8 aile wled 5o g slp B a0 b5, (o
SIS 50, 0lS 5 505 sl Masizms gy dlidle (glgioms I (Lo (280 550 (el
Se g 9 WSS9 3 S ¢ shellshock yien
Oy O 0938 Cg CGI 5l oslaul 5! =



LSC‘ > S | S ‘JjLu.uO

Sl S sl sladSs
ER YT

e TLNCEI L

Lo l53ls -

& Jialls -

-

J‘JL’.&‘ Lg)bﬂ_b)JS
e glaaile 4 Glis glils pglat 5 lapliuls 5 lagiagg cws 5 oMbl o STl

ksl-'?' Lgl-%»bﬁ)lf‘uJa.? d..»-w.s LgLM.Qfo cé.!.? h_)‘d[.e‘.».m.u



S B g oyl gllo

Lale ;o sl sy 5 e Gl olis 3l ciw 43 Glyls g sloygige
b

L-;cl . ’ ‘ LSM-’ 2 g:):' n

P ade (lai a4y sla Slis S 4 sasSauob cue 5 "



blgo s Sl Jluw

sl 3l LSILQ PR W SleMs| N ol oir stgf
ol yan S b 03,5 0y 5 5l o zaST5 plonil g ool *

Lsu)...u‘ Sl slie alylas glhls

9908 S o 2,5 S Bl ©
e 2 SeaSil Sl g Jaeal g g, aue el sl
gl as,o Tl g ®

ol o olSws &l s 5 00 0 pgas o5 M|



blgo s Sl Jluw

u)?m o‘).A.m Lgl.(bo).g)ls "

Omosms E )0 Sgigh o5

Jrlge S50 asdg fyon semins Jole ”
SHb @ b J

Ol
Shesl,lpl 4 T o 5 lbarass Jas , 56 -
iKee.B »,5 5l oolicl § *



blgo s Sl Jluw

AARYA

ool o (5,058l  FogIT ygulin 0030 8L
ol o G (gl 1015 g ol yorr SSloyy pols )18 50 Cod o 0 "
9,8l g I8l 8l Silews (5,155 "
saisSales 4 oyl 0,5 5, b ol slbas b o slaply (8L -
Sely Gy

Ol

FLTT T

(Kl jo clo Ll oo ia b S lo g 0 0,18) S Ll ol o slao 1S =
Soore (e ) Jeeal 5 0319,35 5 (525 pL 8 pS
ably & 855 50,5 oy b ol & oS 58 (g yiwss Sl
ool Plae Lo )57 (b o plulslinal 5 o) 2 auST (285 olol -



lbye s Sosel Pl

vishing Jgo alb
sl 005 had (5355 4y S x> o slaply

Smishing . alb

madware Sl



Lodigh (055 g (el 2 OleS

Sl S cbla oy odgls

a3 Sl il e Gezmen aiedisn LbsS Sl eoliul Sl L
s Ml yaas LB Canlgs 4o

B Gis

b6 Jl!

8 Ml (g glaez 5 Gl Caz a0 L2l g asly coaid
b b

ool LAl (S0 (o 5 Jtizms 20 )5

Sl sleass

LS e s ars 5 ool



2l el Jlus

el Sl carge s pl Dloss 4y o5 >
Kool 3o ol Sload 53,55 @8 52 g dyn (215 VYA0 -
<9 o).;)lf LSLCb‘\.l.o} ) DS s ©
Ay Al b Sl (gl plieg s
oilrl g (ol 5o R 4 (pw s (el g WSl
otz ogas Gl nSe Lol *

s yd g 3oy Ll 30 o= SS gladles>

S sl g mipg¥ -
ol Sloas b 1o )15 5 olSiws iy Jlas! *

odds Jog sl 4 Jlasl cgz (o 0l slad sl eolaul *

obga Jiwo

Sl owin 9 bl poe

b ul yo sl (698 sloasg, g (6,105 50, uilas



Clli gz Al e
\vay¥

&S 97 > "
Tz Olesd 9890 (el a5 SNl Il crge g y90 5 J S "

sl )5 LS -
S by

CJ%‘“)
ool o&iws Seaail

Sl



CHALLENGE

POSSIBLE IMPLICATIONS

Many loT devices, such as sensors, are
intended to be deployed on a much greater
scale than traditional Internet-connected
devices, creating a vast quantity of
interconnected links that can be exploited.

Many instances of loT consist of collections
of identical devices that all have the same
characteristics.

Many loT devices are anticipated to have a
much longer service life than typical
equipment.

Many loT devices are intentionally designed
without the ability to be upgraded, or the
upgrade process is difficult.

Many loT devices do not provide the user
with visibility into the workings of the device
or the data being produced, nor alert the
user when a security problem arises.

Some loT devices, such as sensors, are
unobtrusively embedded in the environment
such that a user may not even be aware of
the device.

Existing tools, methods, and strategies need to be
developed to deal with this unprecedented scale.

Magnifies the potential impact of a security
vulnerability.

Devices may “outlive” the manufacturer, leaving
them without long-term support that creates
persistent vulnerabilities.

Raises the possibility that vulnerable devices
cannot or will not be fixed, leaving them
perpetually vulnerable.

Users may believe an loT device is functioning as
intended when, in fact, it may be performing in a
malicious manner.

Security breach might persist for a long time
before being noticed.
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